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S

ystem informatics analyzes data collected
from complex science and engineering sys-

tems in different domains, such as manufacturing, energy, logistics, and healthcare.1–4 In an

attempt to improve and optimize the design, performance, and control of these systems, system informatics research leverages methods from various
research areas—including statistics, data mining,
machine learning, automation and control, and
simulation—and offers great opportunities for
interdisciplinary collaboration.
With the rapid development of information technologies, the big data collected by ubiquitous sensors has posed new challenges for system informatics research. This installment of Trends &
Controversies introduces novel methods and interesting applications of system informatics research in
the big data era. We hope the work highlighted here
encourages a further dissemination of ideas and collaborative opportunities in this important domain.
On the methodology side, “Projection-Based
Process Monitoring and Empirical Divergence”
proposes a framework of projection-based methods for real-time online process monitoring by
contrasting newly observed data with a reference
dataset. “One-Class Classification Methods for
Process Monitoring and Diagnosis” discusses how
a data analytics algorithm can be used as a control
chart for improving process capability through reliable online monitoring and diagnosis.
On the application side, “IoT-Enabled System
Informatics for Service Decision Making” reviews
current trends and future opportunities for IoT,
with a special focus on issues related to the big
data collected by multiple sensors. “Quantifying
the Risk Level of Functional Chips in DRAM Wafers” not only identifies research challenges and
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opportunities for decision making with massive
data in the process of semiconductor manufacturing, but also quantifies the risk level of functional
chips in DRAM wafers. Finally, “Flight Operations Monitoring through Cluster Analysis: A
Case Study,” describes a new method called cluster-based anomaly detection to help airline safety
experts monitor daily fl ights and detect anomalies.

We thank all the authors for their contributions to this special issue. We also thank IEEE
Intelligent Systems and its editor in chief, Daniel
Zeng, for the opportunity to highlight the state of
the art in this emerging area.
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Projection-Based Process
Monitoring and Empirical
Divergence
Qingming Wei, Wenpo Huang,
Wei Jiang, and Yanting Li,
Shanghai Jiao Tong University

Process quality is critical to modern
complex systems in manufacturing
and service operations. Statistical process control (SPC) is a typical statistical method for maintaining process
quality at a satisfactory level. It has
been successfully applied in manufacturing system monitoring, healthcare
surveillance, and hotspot detection.
Conventional SPC methods are often model-based, and process distributions are assumed known or can be
estimated before monitoring. However, these assumptions are very restrictive in many applications. For
example, data collected via RFID in
fresh-food delivery systems usually
contains both continuous data (such
as temperature) and attribute data
(such as truck ID, driver ID, and so
on). Data dimensionality can be quite
high—often, much larger than the
number of samples. Consequently, it
is hard to make reasonable assumptions of process distribution or to estimate parametric models.
Another challenge is that conventional SPC methods often require practitioners to have knowledge of potential process shifts. The monitoring
procedure is then designed to be sensitive to certain shifts. Because is is
increasingly common to collect data
in real time with the help of distributed sensing and high-speed wireless
november/December 2015

communication technologies, determination of process shift magnitudes
or directions becomes a challenging
task in real-time monitoring. How to
quickly detect a process change, especially when we have little knowledge
about the process, is especially difficult.
Here, we propose a general framework of projection-based methods for
monitoring process conditions in real
time that contrasts newly observed data
with reference data. Projection methods can help reduce the dimensionality
of multivariate process data; accordingly, our method searches the optimal
projection direction to maximize the
divergence between the projected reference data and new observations. Because the degree of process deviation
from in-control state can be measured
with the divergence between in-control
distribution and that of newly observed
data, we propose using this measure as
the charting statistic when monitoring
a complex process in real time.

Monitoring a Complex
System Based on Divergence

The data from complex system x ∈
R p is assumed to follow a changepoint model as follows:
 f0 (x), 1 ≤ i ≤ τ
,
xi  
i >τ
 f1(x),

where f 0 and f 1 are the in-control
(IC) and out-of-control (OOC) distributions of x, respectively, that are
usually unknown in real-time monitoring; t is the change-point time. In
complex systems, multivariate observations xi often contain both continuous and categorical variables, such
as image pixels, environment conditions, and locations, and the dimension p can be very high.

is usually required to determine the IC
condition. IC and OOC data could be
mixed or well separated in the historical dataset—if data are mixed, phase 1
methods must be applied to differentiate them. Without loss of generality,
we assume that the historical dataset
only contains n identically and independently distributed (i.i.d.) IC observations with probability density function f0(x).
The control limits—that is, the decision boundaries—of conventional
control charts such as the support
vector data description (SVDD)1 are
determined based on the IC reference
dataset, without using information
from real-time observations. However, the decision boundary is trained
on the most resent observations and
should be more sensitive to process
shifts: recent observations contain
more information about current process conditions. The idea of real-time
contrast (RTC) compares the most
resent observations with the reference
dataset once a piece of new observation arrives. The advantage of this
method is that it doesn’t require any
prespecified knowledge about multivariate process shifts.
In this study, we use only the most
recent m observations as representatives of the real-time process condition. Whenever a piece of newly observed data arrives, the oldest one is
excluded—that is, a sliding window
is imposed on the data stream. Here,
observations in the sliding window
at time t are denoted as St = {xt–m+1,
…, xt}. In the following, we describe
charting statistics based on the RTC
between the reference data S 0 and the
data in sliding window St.

Real-Time Contrast
Procedure

RTC Monitoring Based
on the Kullback-Leibler
Divergence

In traditional SPC, a large collection of
historical data S0 = {x–n+1, …, x–1, x0}

SPC aims to detect process changes
as soon as possible. When the process

www.computer.org/intelligent

13

has the parametric form f(x, q), the
IC parameter q 0 and OOC parameters q1 are often estimated from process data. Then charting statistics
such as cumulative sum (CUSUM)
can be built based on the log-likelihood ratio (LLR) – log[f(x, q 0) = f(x,
q1)]. The LLR is usually small when
the process is IC and large otherwise.
Use of the LLR method has several prerequisites. First, the underlying process must follow a certain
parametric form. Second, the distribution parameters must be known
in advance or accurately estimated.
Unfortunately, these requirements
aren’t always met in complex systems. Therefore, monitoring the difference between two contrasting sets
S 0 and St is a better alternative. The
Kullback-Leibler (KL) divergence is
commonly used to measure the difference between distributions of two
random variables.2 Given two density
functions f 0(x) and f 1(x), the KL divergence is defined by
D ( f0  f1 ) =

∫

p

f0 (x)log

f0 (x)
dx.
f1(x)

The divergence is zero when two
densities come from the same distribution and larger than zero when
they’re from different distributions.
Therefore, monitoring the process
change can be converted to monitoring the divergence between the reference data and the sliding window
data.
The KL divergence calculation requires estimation of the densities
f 0 and f 1. The number of observations required to accurately estimate
the process distribution increases
exponentially with the process dimension. When the process dimension is high, the number of observations in datasets S 0 and St should
be large. However, the wide sliding
window could deteriorate the monitoring procedure’s sensitivity. As an
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alternative, we can project the reference and sliding window data onto
a lower-dimensional space. Assuming the projection direction is w, the
KL divergence between two projected datasets S0ω = {ω T x − i +1}in=1 and
Stω = {ω T x t − j +1}m
j =1 can be approximated by

(

ˆ f (⋅, Sω )  f (⋅, Sω )
dˆ t (ω ) = D
0
t

(
(

)

)
)

fˆ ω T x ; S0ω (1)
1
=
,
log
n
fˆ ω T x ; Stω
x ∈S0

∑

where fˆ (⋅, S0ω ) and fˆ (⋅, Stω ) are the density estimators of S0ω and Stω . The optimal projection direction is the one
that best separates the two projected
datasets—that is, ω *t = arg maxω dˆ t (ω ).
The maximal divergence dˆ t (ω *t ) is then
used as the monitoring statistic at
time t.

Estimating the Density
Function and Calculating
the Optimal Projection
Conventionally, histograms estimate
the density of univariate projected
data. The density function in Equation 1 can be replaced by the proportion of observations falling in each
bin. A similar idea can be found in
the kth nearest neighbor (kNN)based approach in the multivariate
situation. The difficulties lie in selecting the number and width of bins,
which are often subjective. Chances
are good that no observations fall in
certain bins, which can be problematic when calculating the empirical
KL divergence in Equation 1.
The kernel approach is a non
parametric approach widely used to
estimate distribution density. 3 For
example, the kernel density estimator
(KDE) based on dataset Stω is given by

(

)

1
fˆ y; Stw =
m

∑ KH ( y − ω T x ),(2)

x ∈St

t

where KHt = K(y / Ht ) / Ht is the
scaled kernel function, and Ht is the
www.computer.org/intelligent

bandwidth whose selection is based
on projected data Stω through a ruleof-thumb approach.4 We should point
out that the kernel-based density estimation has at least two advantages
when compared with the histogram
or kNN approach: it avoids empty
bins in the histogram method, and
the KDE in Equation 2 is continuous
in the projection direction. Thus, we
can efficiently search for the optimal
direction via gradient methods. We
use the Broyden-Fletcher-GoldfarbShanno (BFGS) method based on gradient information in this work.

Performance Evaluation
We tested our method by comparing its detection ability on a real dataset from a white wine production
process. The dataset contains 4,898
observations that are publicly available in the University of California’s (UCI’s) “Wine Quality” dataset
(http://archive.ics.uci.edu/ml/datasets/
Wine+Quality). The data were collected from May 2004 to February
2007, using protected designation of
origin samples that were tested at the
official certification entity, an interprofessional organization with the goal of
improving the quality and marketing
of Portuguese Vinho Verde wine.
Each observation had 11 measurements (based on physicochemical
tests) including fixed acidity, volatile acidity, citric acid, residual sugar,
chlorides, free sulfur dioxide, total sulfur dioxide, density, PH, sulphates, and alcohol. A categorical
variable that indicates wine quality
between 0 (very bad) and 10 (very
good) was also provided for sensory
analysis, the goal of which was to
monitor wine quality based on physicochemical tests. A more detailed
discussion about this example and

dataset appears elsewhere.5
Because the distribution of observations is unknown, we compared
IEEE INTELLIGENT SYSTEMS
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Figure 1. The monitoring statistics of the (a) support vector data description (SVDD) and (b) Kullback-Leibler (KL) divergence
methods when observations in St come from standard quality level seven (LV7) and LV6. The KL divergence method not only
produces a much earlier signal but also produces more signals than the SVDD method when the data change from LV7 to LV6.

our KL divergence method with the
SVDD method, which is also distribution-free. Following settings from
previous work,5,6 we chose the index
“seven” (LV7) as the standard quality
level. To approximate the control limits of both methods, we bootstrapped
5,000 observations from the reference
dataset and calculated the kernel distances or KL divergence between the
bootstrapped and the reference data
for both approaches. The control limit
was approximated by the 99.5th percentile, or the 25th largest distance, of
all 5,000 distances. Based on our results, the SVDD and KL divergence
methods’ approximated control limits
were 0.9 and 40.07, respectively.
In real-time monitoring, we artificially assumed that 100 observations from LV7 were sequentially
followed by the observations categorized as LV6. Figure 1a plots the kernel distances of the SVDD method
along with the approximated control
limit; Figure 1b shows our proposed
method’s KL divergences. We can see
the KL divergences of LV6 data are
november/December 2015

substantially larger than LV7 data.
The KL divergence method not only
produces a much earlier signal but
also produces more signals than the
SVDD method when the data change
from LV7 to LV6.
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The proposed approach for more
efficient detection of process changes
in a complex system involves two
steps: find the optimal projection
direction that maximizes the projected dataset’s KL divergence and
then monitor the process through
the RTC procedure. Our proposed
projection-based approach can easily be extended to detect variance or
other process changes via the kernel
method, which maps the data to a
higher dimensional feature space.
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One-Class Classification
Methods for Process
Monitoring and Diagnosis
Sugon Cho and Seoung Bum Kim,
Korea University

Process monitoring and diagnosis are
widely recognized as important techniques for improving quality and detecting abnormal behavior.1 In manufacturing systems, statistical process
control (SPC) methods have improved
process capability through reliable
online monitoring and diagnosis. An
important method in SPC is a control chart, which monitors a process’s
performance over time. Although traditional control charts are effective

in situations that involve generating
a small volume of independent data,
these charts are incapable of handling
the large streams of complex data frequently found in modern systems.
Data analytics algorithms can effectively analyze large amounts of
data. They use one-class classification
(OCC) methods that share a common
goal with control charts: both methods assume that the majority class
is the only population, and they can
both be used to measure the degree
of abnormality in new observations.
For control chart problems, the number of in-control observations greatly
exceeds the number of out-of-control
observations—thus, in-control observations are typically used to construct
these control charts. OCC methods
generate a closed control boundary
around a single class of observations
of interest and use the boundary to
determine whether a future observation belongs to the majority class.
Most OCC methods don’t require
distributional assumptions and effectively accommodate any data format.
As the limitations of traditional
control chart techniques become increasingly obvious in the face of more
complex systems, OCC methods have
the potential to resolve many challenging problems in modern manufacturing and service systems. However, despite this potential, few
studies have been conducted to bridge
the gap between OCC methods and
traditional control charts.

OCC and Control Charts
In general, control charts are constructed in two phases. Phase 1 analysis

Table 1. Relationship between one-class classification (OCC) and control charts.
Key component

OCC

Control charts

Degree of abnormality

Novelty score

Monitoring statistic

Threshold that determines the
abnormality’s significance

Decision boundary

Control limit
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extracts the in-control data from unknown historical data and uses them
to establish the control limits for future monitoring; these limits are then
used in Phase 2 analysis to monitor
the process. These two phases are
analogous to the two phases (training and testing) of classification modeling in data analytics: the training
phase uses a training dataset to construct the models that generate a decision boundary, and the testing phase
assigns the existing class (category) to
an unknown future observation based
on the decision boundary determined
from the training phase. Based on the
availability of class labels in the training dataset, classification models can
be divided into either supervised or
semisupervised learning. Supervised
classification constructs a model by
using class labels; semisupervised
classification creates a model by using partial information from class
labels. OCC, which corresponds to
an example of semisupervised learning, uses observations from only one
class (primarily the majority class) to
construct the decision boundary and
uses the decision boundary to determine whether a future observation belongs to the majority class. Generally,
for control chart problems, the number of in-control observations greatly
exceeds the number of out-of-control
observations; thus the majority class
is in control.
Table 1 shows the relationship between OCC methods and control charts
in terms of their key components. OCC
methods calculate a score that quantifies how much an observation deviates
from the center of the majority class
(the “novelty score”). These scores can
be considered the equivalent of monitoring (charting) statistics in control
charts. OCC creates a closed decision
boundary that encompasses the dataset—this decision boundary resembles
the control limit in control charts.
IEEE INTELLIGENT SYSTEMS
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Figure 2. Decision boundary: (a) support vector data description (SVDD) algorithm and (b) the corresponding SVDD-based
control chart. The boundary adapts well to the shape of the data.

Recent Developments
A support vector data description
(SVDD)2 is one of the most p
 opular
OCC methods. SVDD’s goal is to
identify a hypersphere that can describe the p-variate training data
well, { xi ∈ℜ p , i = 1, 2,..., n}. To achieve
this goal, the SVDD algorithm solves
the following optimization problem:
min R2 + C

R, a,ξ

Φ(xi ) − a

2

N

∑ ξi subject to
i =1

≤ R2 + ξi , for i = 1, 2,..., n,(1)

where xi ≥ 0, i = 1, 2, …, n is a set
of slack variables that allows x to
be outside the hypersphere. Here, C
(> 0) is a regularization parameter
that compromises between hypersphere volume and error tolerance.
By allowing errors, we can avoid the
overfitted hypersphere, and F(•) is a
kernel function that maps the original data into a higher dimensional
space. The solutions of Equation 1
are the center a and the radius R that
characterize the hypersphere; then we
can declare observations to be abnormal if ||F(x) – a||2 > R. Note that this
primal formulation of SVDD seems
to have nothing in common with
november/December 2015

the original support vector machine
(SVM), but its dual form closely resembles the SVM dual problem.3 This
is why we call it SVDD.
The SVDD algorithm can be converted into a control chart quite
easily. SVDD-based control charts’
monitoring statistics and the control
limit are, respectively, ||F(xi) – a||2 ,
i = 1, 2, …, n, and R. Figure 2a shows
the scatter plot of observations in
the 2D space with the boundary obtained from the SVDD algorithm; the
boundary adapts well to the shape of
the data. Figure 2b shows the resulting control chart representation.
The monitoring statistics that describe the distance from F(xi) to the
center a is straightforward. However,
the control limit, R, isn’t obvious because R doesn’t involve a false alarm
rate (that is, type I error rate = a) in
its calculation. This is a clear limitation in process monitoring because we
can’t use the control limit to control
the false alarm rate. One study4 proposed using support vectors to construct the control limits based on the
boundary kernel distance. However,
any limits constructed this way still
couldn’t control the false alarm rate.
www.computer.org/intelligent

One idea to address this limitation
is to use the percentile values of the
monitoring statistics estimated by
bootstrapping.5 Another idea is to estimate the distribution of the monitoring statistics using nonparametric
estimation methods such as the kernel
density estimation (KDE) technique.
Although both bootstrapping and
KDE deliver control limits that can
control false alarm rates, determining the necessary parameters for both
methods is complicated and requires
a high computational load. Thus, developing an efficient way to determine
the control limits in SVDD-based
control charts is an open research
question.
In addition to SVDD-based control
charts, several OCC-based control
charts have been developed that use
novelty scores as monitoring statistics.
One work6 proposed a hybrid novelty
score-based control chart whose monitoring statistics are computed based
on the distance to local observations
as well as the distance to the convex
hull constructed by its neighbors; that
study’s authors7 also recently compared eight novelty scores in terms of
their control chart performance (such
17

as average run length). Walid Gani
and Mohamed Limam8 compared the
SVDD-based control chart’s performance and k-nearest neighbor-based
control charts proposed elsewhere.6
Observations in the low-density regions are more likely to be out of
control because they’re remote from
their neighbors. However, the original
SVDD doesn’t consider data density in
constructing its boundary. To address
this issue, a density-focused SVDD
method that considers both the d
 ata’s
shape and their dense regions has
been proposed,9 as has an improved
design of SVDD-based charts.10

We hope this article boosts aware-

ness within both the data mining and
SPC communities of the relevance of
their discipline to an aspect of quality control. We also hope this article
stimulates further investigation into
the development of better procedures
for OCC modeling in system monitoring and diagnosis.
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IoT-Enabled System
Informatics for Service
Decision Making
Kaibo Liu, University of WisconsinMadison
Jianjun Shi, Georgia Institute of
Technology

The Internet of Things (IoT) refers
to the interconnection of embedded
computing devices within the Internet infrastructure.1 IoT has created
www.computer.org/intelligent

a data-rich environment in which
multiple sensors continuously monitor a unit’s health status, and multiple units simultaneously transfer
these data through the communication network to the processing center for analysis. This has provided
an unprecedented opportunity for
improving service decision making,
which could lead to closer monitoring of a unit’s health status, quicker
fault diagnosis, more accurate forecasts of a unit’s remaining lifetime,
and proactive maintenance and control decisions that are better aligned
to a unit’s future conditions and
performance.
However, the existing literature is
limited to satisfying the unique needs
and challenges of IoT-enabled aftersales service and support. Advanced
system informatics methodologies
that leverage diverse “gene” pool information could move us from being
data-rich to service decision-smart.
As an initial effort, we present concepts, current trends and achievements, and research challenges and
future opportunities regarding this
topic.

Trends and Achievements
A unit’s service life cycle refers to the
time period during which the unit is
in service (from the beginning to the
end of its operational life). We can
classify the research that analyzes the
service life cycle for decision making
into two broad categories. Reliability-based analysis often treats failure as a random process and employs
time-based parametric distributions
to model uncertainty in failure times
for a population. A condition-based
monitoring and maintenance strategy considers the degradation evolution across the life cycle for each individual unit.
While the existing literature is rich,
one common limitation is that these
IEEE INTELLIGENT SYSTEMS

methods focus on analyzing single
degradation signals. Thus, they are
effective only under the assumption
that single sensor data can capture
the underlying degradation mechanism. Before IoT, this assumption
was likely to be satisfied: practitioners could manually choose the most
appropriate sensor data or key performance indicator (KPI) to monitor
based on empirical or domain knowledge (such as using vibration signals
to monitor a rotation bearing). However, as engineering systems become
more complex and multiple sensors
simultaneously monitor the same
unit, existing methods fail to address
these new challenges.
Because different sensor data often
contain partial and correlated information about the same unit, data fusion methods attempt to both address
multiple sensors and improve analytics results. Specifically, data fusion
methods fit into two broad categories based on the fusion technique’s
implementation level at the data or
decision level. For service decision
making, the existing literature heavily relies on the decision-level fusion
approach, which integrates the results
(such as voting) created by separately
analyzing each individual sensor
data. However, such an approach ignores the dependency in multiple sensor data and treats each sensor signal
as equally important, thus it often
leads to biased results. Moreover, decision-level fusion requires repeated
computations based on each individual sensor’s data, which is not scalable to IoT applications.
Currently, a more effective and recognized trend is to consider data-level
fusion that directly combines multiple
sensor data or extracted features to
construct a health index (HI) for accurately characterizing a unit’s health
condition. Such a 1D HI is essential
in the after-sales service and support
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industry because it provides a fundamental understanding of how a unit’s
health status progresses over time.
Furthermore, the HI facilitates data
visualization and health comparisons
in a dashboard, providing a scientific
way to support maintenance scheduling, sparse part logistics, and inventory control based on multiple units’
health status in real time. Specifically,
let x(i,.,t) = [x(i,1,t) …, x(i,s,t)] ∈ R(1×s) be
the s sensor data for unit i at observation time t. Then, HI h(i,t) can be
constructed via a fusion model, h(i,t)
= f(x(i,.,t)).
Researchers have made various
efforts along this direction in the literature, although not always explicitly using the term HI. For example,
multivariate statistical process control (SPC) methods combine multiple
sensor data into an HI (called monitoring statistics in the SPC field) for
change detection and fault diagnosis. However, these methods cannot
effectively present an HI that continuously and accurately measures a
unit’s health status across the life cycle. Although few purely data-driven
methods attempt to tackle this issue,
they often act like a black box that
only provides a final predicted result
without any insights into the underlying degradation process, meaning
they are not suitable for service decision making, either. In practice, the
HI is constructed by combining sensor data (or KPIs) based on simplified
physical laws and empirical knowledge. However, such approaches rely
on special personnel skills and many
years’ experience, and they are limited to systems with simple structures
and few sensor data.
In theory, the main challenge lies in
the fact that HI h(i,t) is not observable,
so the problem substantially differs
from conventional regression-based
issues (that is, assuming the response
variable is known). Consequently,
www.computer.org/intelligent

in isolation, neither conventional
physical-based modeling nor purely
data-driven empirical techniques can
effectively address the challenge. Developing advanced system informatics that seamlessly integrates domain
knowledge and data analytics models
is quite essential.
Since the first introduction of system informatics, researchers have
made some initial achievements tailored to the needs of service decision
making. One work, 2 for example,
considered the degradation process’s
inherent characteristics and identified two essential properties that the
HI should possess for successful service decision making: maximizing
the HI’s monotonic property over
the service life cycle and minimizing
variance in the failure threshold. An
optimization formulation that optimizes these two properties was developed to construct a composite HI via
a weighted average of multiple sensor data. Considering that the constructed HI might not be suitable for
the selected degradation model, researchers3 further proposed a semiparametric data fusion model that
aims to minimize degradation model
uncertainty while constructing the
HI. In this way, degradation modeling and the fusion procedure were
solved in a unified manner. Case
studies performed on aircraft gas turbine engines showed that the developed HI provides a much better characterization of a unit’s condition than
any original sensor data, leading to
superior prediction for the remaining
lifetime.

Research Challenges and
Future Opportunities
Thanks to IoT technology, historical offline records of a large number
of units’ service life cycles have become available. In addition, multiple
sensor data from in-service units can
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be collected in real time, providing a
tremendous opportunity to make optimal service decisions. Although system informatics topics have been investigated in several research areas,
including multistage manufacturing
modeling, sensor allocation and network design, and SPC, few efforts
have focused on service decision making, especially in exploring IoT-enabled opportunities and challenges.
Recently, initial achievements in the
HI approach have demonstrated a
promising path.
One unique advantage is that the
constructed HI can be regarded as
another point of single-sensor data,
something to readily integrate with
the existing literature on service decision making. However, the current
state of the art is limited to linear
fusion models and assumes that the
unit resulted from one single failure
mode under a single environmental
condition. Apparently, practical scenarios are much more complex and
dynamic, leading us to believe that

the ultimate solution relies on a holistic, system-level data fusion and
analytics approach through a seamless integration of theories, tools, and
techniques from multiple disciplines
such as engineering domain knowledge, statistics, data mining, operation research, and decision control.
Indeed, this has been an ever-growing
trend in many other research fields as
well.4 In particular, we believe the
following challenges and problems
will be investigated soon, and corresponding research efforts will grow
significantly in the near future.
The term big data refers to the issues that result when dealing with
high volumes of, high velocity in, and
a high variety of information. Among
the three characteristics, high variety
presents a central challenge for service decision making because each
sensor’s data can convey a different
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message when used to assess, diagnose, and predict a unit’s condition
due to different data characteristics,
signal-to-noise ratios, and complex
dependent relationships. On the other
hand, because each sensor’s data can
exhibit different measurement units
and signal scales, they also impose a
severe challenge to the development
of system informatics techniques.
How to overcome this big data challenge by effectively leveraging the diverse “gene” pool created by multiple
sensors is a question that remains to
be resolved.
The second challenging issue is
how to simultaneously deal with multiple sensor data and multiple failure
modes. In practice, different failure
modes can have distinct influences
on a unit’s lifecycle path. Therefore,
an essential task here is to continuously and accurately estimate failure
along the life cycle. The central challenge lies in that some sensors might
be sensitive to certain types of failure
modes by showing a strong degradation pattern, and other sensors might
not. Although many data fusion studies have been done for online fault diagnosis, they either employ a simple
voting scheme that combines results
created by separately analyzing each
individual sensor’s data or they fail to
address the specific needs of service
decision making. Particularly, two
unique requirements must be satisfied
when developing the system informatics technique: the fault diagnosis
must be estimated and updated continuously along the life cycle, and the
diagnostic result must be more accurate as the unit approaches its end of
life, to ensure better service planning
and avoid unexpected failure. How
to tackle these unique challenges
isn’t well addressed in the existing
literature.
Multiple and time-varying environmental conditions have been a
www.computer.org/intelligent

challenge for service decision making, with environmental conditions
having a big impact on a unit’s service
life cycle, which in turn inﬂuences the
decision-making process. As shown
in several applications, units are often
operated under complex and dynamic
conditions, some of which might not
even be known or predictable. Some
studies consider the effects of environmental conditions based on a single sensor’s data, but there’s still a
lack of effective system informatics
methods that simultaneously overcome the challenges from both multiple sensors and multiple conditions.
Finally, the ultimate goal of aftersales service and support is to i mprove
customer satisfaction, overall cost,
productivity, and efficiency at the
enterprise level, all of which require
making an effective maintenance and
control decision that leverages health
assessments and predictions from
multiple units in real time. Existing
methods often optimize service decisions based on an individual unit’s
condition, and thus they can lead to a
loss of overall throughput, efficiency,
and cost without considering the enterprise’s resource constraints and
availability. How to solve this new
challenge is still lacking in the current
literature.

A

lmost 25 billion devices are connected worldwide, with IoT pushing the fourth industrial revolution.
A recent report from the McKinsey Global Institute stated that IoT
could unleash up to $6.2 trillion in
new global economic value annually by 2025, and that 80 to 100 percent of manufacturers will be using
IoT applications by then. 5 In particular, 
after-sales service and support is likely to generate new revenue
greater than $300 billion by 2020.
IEEE INTELLIGENT SYSTEMS

With data availability and computational power reaching an unprecedented level in recent years, the question of how to exploit these emerging
opportunities to improve service decision making will take the center
stage of engineering research in the
near future. We believe that system
informatics research concentration
will play an important role and will
stimulate numerous opportunities for
both academia and industry.
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The semiconductor industry relies on
informatics tools to extract useful information such as process conditions
and yield rate predictions from multiple data sources.1,2 In semiconductor manufacturing, various online
sensor signals for monitoring process
conditions and detecting defects are
collected while semiconductor wafers
are fabricated. Something as basic
as 1-Gbyte dynamic random access
memory (DRAM) has approximately
8.5 billion cells, with each cell’s electrical device sorting (EDS) test results
stored for later analysis.
Perfecting the automatic identification of defective chips on DRAM
wafers based on big data analytics

tools is one of the semiconductor industry’s key challenges. Even though
various studies have analyzed semiconductor wafer data, they’ve been limited
to simple flash memory wafers from
functional testing results. The DRAM
wafer has a complex data structure,
with multiple spatial maps and 2D fail
bit maps for each chip. Several research
challenges and opportunities related to
massive DRAM wafers data include
• detection of spatial abnormalities
in DRAM wafers with multiple
spatial maps;
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• defect pattern classification both
at the chip level based on fail bit
maps and at the wafer level based
on multiple spatial maps;
• big data analytics with features
with uncertain values; and
• quantification of the risk level for
functional chips.
In addition, each integrated circuit
(IC) involves multiple stages during
fabrication. Output variables from a
preceding stage in a multistage manufacturing process (MMP) sometimes function as input variables for
the current stage. Also, there are lots
of missing values in data due to sampling and other technical issues such
as dysfunctional equipment or damaged sensor devices. Thus, additional
challenges and opportunities in this
area include
• inputting a substantial amount of
missing values;
• modeling the interrelationship among
the multiple stages under the presence
of massive missing data; and
• quantifying the contribution of
each individual stage to the variability of quality characteristics in
the final stage.
Here, we introduce the important
topic of quantifying the risk level of
functional chips based on wafer testing results.

Quantifying the Risk Level
In the DRAM wafer process, each
chip goes through a series of fail bit
tests (FBTs), which are commonly
used as a diagnosis tool for testing
memory devices. 3,4 Based on multiple FBT results, each chip on a
DRAM wafer is determined to be
functional or defective. Figure 3
shows the graphical representation
of the DRAM wafer testing process and corresponding test results.
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Methodology
Multiple FBT maps

The discriminant analysis classifier
and RRVM for classification quantify
a functional chip’s risk level.
Discriminant Analysis
Suppose we have n FBT results of
a chip, x = [x 1, x 2 , …, xn], and the
chip is either defective or functional.
We can calculate the chip’s distance
to a decision boundary in the linear discriminant analysis (LDA) as
follows5:

(b)
(a)

L(x) = xT ∑ˆ −1(µˆ 1 − µˆ 0 )
1
(µˆ + µˆ 0 )T ∑ˆ −1(µˆ 1 − µˆ 0 ),
2 1
+ log πˆ 1 − log πˆ 0 ,
−

DRAM wafer map

White: functional chips
Black: defective chips
Red: risky functional chips
Binary map with risky
functional chips

(d)

where π̂ k denotes the fraction of class
k in the data,
(c)

∑2k=1 ∑ gi = k (xi − µˆ k )(xi − µˆ k )t denotes
∑ˆ =
N −2

the estimated covariance matrix of
FBTs, N represents the total number
of chips, µ̂k =

Figure 3. Graphical representation of the DRAM wafer testing process: (a)
conceptual wafer manufacturing process; (b) multiple spatial fail bit test (FBT)
maps generated from FBT tests; (c) binary wafer map; and (d) binary wafer map
with the level of risk for functional chips. Risky functional chips can be classified as
functional in the inspection process but could fail in the near future.

 ultiple spatial FBT maps are genM
erated based on FBT results in the
final test process; a binary DRAM
wafer map is built by overlapping
those FBT maps. In practice, however, even though the chip is considered functional, it’s important to
quantify the probability of its being
defective based on FBT results; we
define these chips to be risky functional chips (marked as red in Figure
3d). Note that these risky functional
chips were classified as functional in
the inspection process but could fail
in the near future. Thus, even though
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a functional chip passes all FBTs, it’s
important to quantify the risk of being defective so that engineers can
take appropriate actions and ensure
customer satisfaction.
This article introduces a novel procedure for quantifying the risk level
of functional chips along with accurately identifying defective chips on
DRAM wafer maps. To screen for
risky functional chips, we propose using a robust relevance vector machine
(RRVM) that can give the probability
that a functional chip could potentially be defective.
www.computer.org/intelligent

∑ gi = kxi
Nk

denotes the

estimated mean of FBTs in class k, gi
represents class label of the ith chip,
i = 1, 2, 3, …, N, and Nk denotes
the total number of chips in class k.
In addition, the distance between a
chip and a quadratic decision boundary can be obtained in the following
quadratic equation 5:

Q(x) =

{

1
−(x − µˆ 1)T ∑ˆ 1−1(x − µˆ 1)
2
+ (x − µˆ 0 )T ∑ˆ 0−1(x − µˆ 0 ) + C

where
C=

{

}

1
log | ∑ˆ 0 | − log | ∑ˆ 1 | + log πˆ 0 − log πˆ 1.
2

Here, ∑ˆ 0 =

∑ gi =0 (xi − µ0 )(xi − µ0 )T
N0 − 2

and,

∑ gi =1(xi − µ1)(xi − µ1)T
∑ˆ 1 =
where N 0
N1 − 2

and N1 represent the total number of
chips in each class, respectively.
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Table 2. Data structure of FBT results from a DRAM wafer.

RRVM
Relevance vector machine (RVM) is
a Bayesian inference-based machine
learning method for regression and
classification problems. 6 RVM can
provide probabilistic outputs for the
given inputs while achieving a sparse
prediction model. To build a predictive model that is robust to noises in
the process, a robust relevance vector
machine (RRVM) for classification
was proposed recently.7
Consider a dataset of N FBT results
target pairs { x i , t i }N
i =1, where xi represents a d-dimensional input vector and
ti represents binary class labels: ti = 1
if a chip is defective, and ti = 0 otherwise. We can obtain a nonlinear decision boundary as a linear combination
of M nonlinear basis functions (such as
a Gaussian kernel function) as follows:
f (φ (x)) = βT φ (x) = β0 +

M

∑ βiφi (x),
i =1

where β = (β0 , β1,...βM )T is a vector
of model coefficients and f(x) = (1,
f1 (x),..., fM (x))T is a vector of basis
functions. Assuming independently
distributed data, the conditional distribution for t under the framework
of a standard logistic regression can
be written as

Wafer index

(i, j)

FBT 00

FBT 01

FBT N-2

FBT N-1

Test result

188G1W02

14, 54

6828717

454942

…

172

8073979

1

188G1W02

14, 55

3387648

448173

…

163

4650002

1

…

…

…

…

…

…

…

188G1W10

52, 59

24

128

…

0

220

0

188G1W10

52, 60

1

107

…

0

192

0

Table 3. Accuracies of classification methods (%).
Predicted class
Method

Actual class

Linear discriminant analysis

Defective

Functional

Defective

79.1

21.0

Functional

10.6

89.4

Quadratic discriminant analysis

Defective

78.1

21.9

Functional

9.9

90.1

Robust relevance vector machine

Defective

94.2

5.7

7.5

92.3

Functional

where wi is a weight associated with
the ith observation, and l(u) = ln(1 +
e –u) denotes the logistic loss function.
We approximate the posterior distribution over model coefficients a using
a variational inference method under
the following prior distributions over
the model parameters:
N

p(β | α) =

∏ N (βi | 0, α i−1)
i =0

N

p(α | a, b) =

∏ Gamma(α i | a, b)
i =0
N

p(w | c, d) =

N

p(t | β) =

∏ p(ti | β)
i =1
N

=

∏

i =0

.
σ (βT φ (x i ))ti {1 − σ (βT φ (x i ))}1− ti

i =1

Here, s u is the logistic function defined as s(u) = 1/(1 + e –u). To obtain
robust model coefficients a, a weighting strategy can be employed to maximize the likelihood function of the
standard logistic regression model as
follows
N

min
β

∑

wi l {(2t i − 1)f (φ (x i )),

i =1
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∏ Gamma(wi | c, d)

Then, the best candidate model
can be obtained by minimizing the
following variational lower bound
based on the iterative algorithm:
~
L [Q(a, `, w)] = E[ln h(a, w, w)]
+ E[ln p(a | `)] + E[ln p(` | a, b)]
+ E[ln p(w | c, d)] – E[ln Qa(a)]
– E[ln Q` (`)] – E[ln Qw(w)]

Performance Evaluation
A company in the semiconductor
industry collected 62 DRAM wafers with 1,461 chips per wafer for
www.computer.org/intelligent

Accuracy
83.9
83.8
93.5

e xperiments. Table 2 shows the data
structure, where the second column
(i, j) indicates each chip’s location on
a given DRAM wafer, and the other
columns show the number of failed
unit cells on each chip from each FBT.
The last column shows whether each
chip is defective (value = 1) or functional (value = 0). The dataset was
randomly split into a training set of
42 wafers and a test set of 20 wafers.
Table 3 shows RRVM and other
procedures’ performance in terms of
classification accuracies. The RRVM
approach shows superior performance compared to LDA and QDA.
Even though this is classified as functional, we need to quantify the risk
level of being defective. Figure 4 visualizes the level of risk for each functional chip on a wafer map using the
proposed RRVM approach. Here, a
black unit block represents a defective chip, whereas white ones indicate
functional chips. Each unit block’s
color represents the estimated risk
level for the corresponding functional
chip. A red chip represents a functional chip with a higher probability of failure in the near future. We
can see that a functional chip close to
23
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Risky

Good

Figure 4. Visualization of risky functional chips. A red chip represents a functional
chip with a higher probability of failure in the near future. We can see that a
functional chip close to defective chips tends to have a higher risk level.

 efective chips tends to have a higher
d
risk level.
3.

O

ur proposed Bayesian inferencebased machine learning method effectively addresses the problem of
quantifying risk levels for functional
chips in semiconductor industry. Further investigations will aim to develop advanced models to deal with
risky functional chips and confirm
the effectiveness of informatics tools
by experiments with massive real-life
DRAM wafers.
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Flight Operations
Monitoring through
Cluster Analysis: A Case
Study
Florent Charruaud and Lishuai Li, City
University of Hong Kong

Although aviation safety has improved significantly over the past few
decades, its track record is far from
perfect in light of recent mishaps that
have made worldwide headlines. Despite the industry’s continuing efforts
to monitor and analyze flight operations, modern aircraft systems have
become immensely complex, to a degree that traditional analytical methods are reaching their limits. We’re
sitting on piles of underutilized data
that could be otherwise used to improve aviation safety.
Digital flight data are a good example. Recorded continuously from
engine start to engine shutdown on
each flight, the data contain rich
IEEE INTELLIGENT SYSTEMS
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Figure 5. Key steps in ClusterAD-Flight. The first step is to transform flight data into high-dimensional data vectors that capture
each flight’s multivariate and temporal characteristics. In the second step, the dimensions of these vectors are reduced to
address issues related to data sparseness and multicollinearity. The third step applies cluster analysis to the reduced vectors.

information about aircraft systems,
pilot operations, and flight conditions. A typical tool the airline industry uses is called exceedance detection (ED), in which flight parameters
are compared with predefined thresholds to raise the red flag and identify
safety risks, such as equipment problems, environmental hazards, and pilot errors. Needless to say, ED’s effectiveness is limited to known safety
issues only—for emerging issues that
are unknown, the tool can’t respond
until thresholds are eventually updated, possibly triggered by another
accident.
Recent advances in data mining have
attracted new interest in monitoring
and analyzing flight data. Compared
with existing options, data-driven approaches can proactively detect anomalies based on data patterns rather
than predefined thresholds. The Inductive Monitoring System (IMS),1 for
example, uses supervised learning in
which typical system behaviors are derived from a training dataset and then
compared with operational data to
detect abnormal behaviors. However,
IMS doesn’t account for temporal
november/December 2015

patterns (event sequence and timing),
which are critical features of dynamic
systems such as aircraft. The sequence
miner algorithm2 focuses on discrete
flight parameters to monitor pilot operations, such as cockpit switch flips,
yet a majority of flight data come from
continuous parameters, such as altitude, airspeed, and engine temperature. Multiple kernel anomaly detection (MKAD)3 applies a one-class
support vector machine (SVM) for
anomaly detection, but it assumes one
type of data pattern for normal operations, which isn’t always valid in real
operations because standards can vary
according to flight conditions.
We propose a new method4,5 to
help airline safety experts monitor
daily flights and detect anomalies.
Without knowing the norm standard
a priori, this method, referred to as
cluster-based anomaly detection to
detect abnormal flights (ClusterADFlight), applies clustering techniques
on flight data to identify standard
operations and anomalies. We also
provide a case study to demonstrate
ClusterAD-Flight in action with real
data.
www.computer.org/intelligent

Flight Operations
Monitoring via
ClusterAD-Flight
ClusterAD-Flight is based on cluster
analysis, a widely used data mining
technique to identify common patterns. We assume that most flights
exhibit common patterns under routine operations; a few outliers that
deviate from those common patterns
are of interest to airline safety management. Our method includes three
key steps, as Figure 5 shows. The
first step is to transform flight data
into high-dimensional data vectors
that capture each flight’s multivariate and temporal characteristics. In
the second step, the dimensions of
these vectors are reduced to address
issues related to data sparseness and
multicollinearity. The third step applies cluster analysis to the reduced
vectors. Groups of proximate vectors
are clusters, or the common patterns;
stand-alone vectors are anomalies,
also called outliers.4,5
We developed a process of applying ClusterAD-Flight for flight operations monitoring (see Figure 6).
First, raw flight data from different
25

I – Flight data acquisition

II – Flight data preprocessing

Aircraft sensors & on board
system

III – ClusterAD-flight

1 – File separation into
flights

IV – Expert review

1 – Data transformation

Common patterns

High-dimensional
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extraction
Flight data
recorder
(FDR)

Quick access
recorder
(QAR)
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consistency of
current
operations
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Reduced
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3 – Flight parameters
selection

Anomalies
Identify latent
risks

3 – Cluster analysis
Cluster & outliers

Data transformation
from binary values into
engineering values–
each file may contain
one or more flights

Subset of flight data
compatible with
clusterAD–flight

Data visualization of
the results

Figure 6. Process of using ClusterAD-Flight for flight operations monitoring. First, raw flight data from different recording
devices are translated from binary files into engineering values. Second, a preprocessing step segments data by flight and
phase, and selects subsets of interest for analysis. Afterward, ClusterAD-Flight identifies common patterns and anomalies.
Finally, a group of domain experts review the results.

Table 4. Key characteristics of three clusters identified by ClusterAD-Flight.
No. flights

Flight length

Gross weight

Power setting

Flap angle

Cluster 1 (red)

483

Long-haul

Heavy

High

15

Cluster 2 (green)

198

Short-haul

Light

Low

5

Cluster 3 (blue)

181

Long-haul

Heavy

High

5

r ecording devices, such as Quick Access Recorder (QAR), and Digital
Flight Data Recorder (DFDR), are
translated from binary files into engineering values using available flight
data processing software tools. Second, a preprocessing step segments
data by flight and phase, and selects
subsets of interest for analysis. Afterward, ClusterAD-Flight identifies common patterns and anomalies.
Finally, a group of domain experts
(similar to some airlines’ monthly
safety review boards, which include
safety experts, line pilots, flight data
analysts, and pilot training experts)
review the results to check if common
patterns are consistent with standard
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procedures and identify risks from
anomalies, if any, and inform operations before accidents occur.

Case Study
We tested ClusterAD-Flight on operational data from an international airline. Our objective was to illustrate its
capability in recognizing common patterns in flight operations and detecting
anomalies with unique data patterns.
A highlight of this case study is that
we’re evaluating a method that doesn’t
rely on pre-existing criteria but is capable of detecting unknown issues.
There’s no “gold standard” that defines which flights are abnormal in definitive terms, nor is there labeled data
www.computer.org/intelligent

for benchmarking. Thus, unlike standard evaluation metrics such as detection accuracy rates or receiver operating characteristic (ROC) curves, we
used qualitative analysis based on input from airline experts in this study.
As a proof-of-concept, we focused
on the takeoff operation of the B777300ER fleet at the Hong Kong International Airport (HKG) over a period of
one month. We incorporated 17 flight
parameters from 957 flights in the analysis, including but not limited to engine
parameters, aircraft position, speeds,
accelerations, attitudes, control surface
positions, and wind information.
Common Patterns
Cluster-AD Flight identified three distinct clusters, which airline experts
later confirmed as common patterns
of standard takeoff operations at
HKG over that period. Table 4 summarizes key characteristics of the three
clusters; Figure 7 shows 
important
flight parameters. All the short-haul
IEEE INTELLIGENT SYSTEMS
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Figure 7. Three clusters identified by ClusterAD-Flight, which correspond to three groups of standard takeoff operations. All the
short-haul flights, marked in green and labeled cluster 2, are a distinct group due to their light weight, low takeoff power, low
flap setting, and slower-climbing airspeed.

flights, marked in green and labeled
cluster 2, are a distinct group due to
their light weight, low takeoff power,
low flap setting, and slower-climbing
airspeed. Long-haul flights can be further grouped into clusters 1 and 3;
the former accounted for the majority
and the latter consisted of flights with
lower power and flap settings due to
specific environmental conditions.
Anomalies
Flights with distinct data patterns are
clearly identifiable from ClusterADFlight results, and their unusual operations could indicate latent risks. We describe three examples from the top 1
percent of abnormal flights detected here.
Figure 8 shows an abnormal flight
classified as high-power takeoff, with
an altitude and airspeed profile significantly higher than others of the same
common pattern. For a short-haul
flight with relatively light weight, the
november/December 2015

use of a full takeoff power setting contradicts the common procedures used
by other short-haul flights, as shown
in the green cluster. Clearly, this is an
uncommon operation inviting further
investigation for latent risks. Aside
from being an operational mistake,
a senior pilot suggested it could be
a conscious choice of the pilot in response to potential wind shear.
Figure 9 shows another abnormal
flight of low-and-slow takeoff under
tailwind conditions. As a short-haul
flight, it should be part of the green
cluster, yet its altitude and airspeed
profile is consistently lower than most
others in the common pattern. The
10- knots tailwind could cause this degraded takeoff performance. In addition, there’s a sudden 12-degree change
of roll attitude 70 seconds after takeoff (shown in the Rollatt chart in Figure 9), while heading and crosswind
remained unchanged. Airline safety
www.computer.org/intelligent

experts suggested a case of wake turbulence encounter, which is especially
hazardous when a takeoff climb is low
and slow. Wake turbulence forms behind an aircraft as it passes through
the air; it creates risks to other aircraft
in the vicinity, and the danger is greatest when an aircraft is operating at low
speed and low height because it leaves
little room to recover from any upset.
The third example is a takeoff with
an unusual flap setting (see Figure 10).
The common flap setting is 5 (green and
blue clusters) or 15 degrees (red cluster) for takeoff, while this unique flight
set the flap angle to 20 degrees. Consequently, its climb rate and acceleration
were higher than most other flights. The
cause of this high flap angle setting in
this anomaly is worth investigating to
determine whether it was an intentional
maneuver to overcome potential risks of
wind shear, turbulence, or other undesired weather conditions during takeoff.
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Figure 10. Unusual flap setting takeoff. The common flap setting is 5 (green and blue clusters) or 15 degrees (red cluster) for
takeoff, while this unique flight set the flap angle to 20 degrees.

O

ur results demonstrate several
advantages of applying ClusterADFlight in flight operations monitoring.
Compared with the industry standard
method of ED, it’s no longer limited to
predefined criteria and can detect flights
with rare data patterns, allowing airline
safety experts to identify patterns worthy of further investigation from tens
of thousands of routine flights. Unlike
other recently developed anomaly detection methods, ClusterAD-Flight can
recognize common patterns in the form
of clusters, allowing the management
team to check the consistency of current
operations. In our case study, the airline
found it useful to know that most takeoffs reached at least 1,500 feet (height
above takeoff) in 80 seconds, achieving
at least 210 knots after 90 seconds, and
exhibiting the target pitch between 12
to 16 degrees. Our method is particularly useful in proactive airline safety
management, where a broader toolset
is needed. ClusterAD-Flight can also be
november/December 2015

applied in other fields where unknown
issues are quickly emerging, while the
standard of the norm is absent or not
up to date.
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